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126–127

UWB (ultrawideband), 127

Volkswagen, 126

cars. See also vehicles

ADAS (advanced driver assistance

systems), 870

self-driving, 867–869

CAs (certi�cation authorities), 194–195,

730–733

CRL (certi�cate revocation list), 732

cascade problem, MLS (multilevel

security), 332

cash machine fraud, 134–135

cash registers, 408

cashout gangs, 46–47

CBC (cipher block chaining), 177–178

CDA (combined data authentication), 451
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CDA (Communications Decency Act), 826

CDI (constrained data item), 410

CDNs (content delivery networks), 21

CDRs (call data records), 20

CEF (census edited �le), 393

cell phones, 10

censorship, 941–947

censorware, 717

CEO crimes, 49–50, 416–422

certi�cational attacks, 162

CFB (ciphertext feedback) mode, 178–179

Chainalysis, 692–693

challenge-response protocol, 124–132

check digit, 261

checkpoints, 256

Chernobyl nuclear accident, 541

Chinese spies, 30–34

Chinese Wall model, 369–371

chip cards, 445

ARPC (authorisation response

cryptogram), 446

ARQC (authentication request

cryptogram), 446

CDA (combined data authentication), 451

DDA (dynamic data authentication), 451

iCVV (integrated circuit card veri�cation

value), 450–451

no-PIN attacks, 451–452

PAN (primary account number), 446

PED (PIN entry device), 446

SDA (static data authentication), 446–450

transaction certi�cate, 446

chips

bus encryption, 627

cipher instruction search attack, 626

Clipper, 624

con�icts, 631–632

EES (Escrowed Encryption Standard),

624

evaluation, 632

fusible links, 625

large, 624–628

LEAF (Law Enforcement Access Field),

624

MagicGate, 626

optical emission analysis, 627

risk dumping, 632

security economics, 629

security-by-obscurity, 632–633

SoC (system-on-chip), 626

spot breakdown PUF, 624

state of the art, 628–630

VROM (Vialink read only memory), 624

choice architecture, 79

chosen plaintext attack, 161

Chosen Protocol Attack, 135–136

Christmas virus, 710

CIA, SCS (Special Collection Service), 22

Cinderella attack, 250–251

cipher instruction search attack, 626

ciphertext, 146

circuit gateways, 718–719

CISA (Certi�ed Information Systems

Auditor) exam, 422

Clark-Wilson security policy model,

410–411

classical economics, 276–280

cleartext, 146

click fraud, 304

Climategate, 40

clip-on, phone attacks, 740

Clipper chip, 624

CLKscrew, 656–657

closed security environments, MLS

(multilevel security), 334

Cloud�are, 21

CMM (Capability Maturity Model), 986

CMW (Compartmented Mode

Workstation), 323, 327

CNE (Computer and Network

Exploitation), 25–26

CNP (card not present) transactions, 439

CoBIT (Control Objectives for Information

and related Technology), 422

code books, cryptography, 152

codewords, 344

cognitive dissonance, 81

cognitive psychology, 65–67

cognitive radar, 796

cold boot attack, 605–606, 669

collecting societies, copyright, 827–828

Common Criteria, 317

communications, military security, 7

communications security (Comsec), 778
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communications systems

attacks

burst communications, 788–789

covertness, 789–790

DSSS (direct sequence spread

spectrum), 786, 787–788

frequency hoppers, 786–787

jam resistance, 789–790

spread spectrum, 786

C-C3 (Counter-Command, Control and

Communications) operations, 781

civil uses, 790–791

covert community detection, 782

electronic warfare, 779–781

attacks, 784–785

civil uses, 790–791

military uses, 790–791

protection, 785–790

Sigint techniques, 781–783

military uses, 790–791

signals collection, 783

competition law, economics and, 302–304

compliance budget, 89

compliance professionals, 81

composition, MLS (multilevel security),

332

computer forensics. See forensics

computer fraud, early, 42

Comsec (communications security), 778

concrete secrecy, 155

concurrency, 244, 271

deadlock, 248–249

locking, 246–247

non-convergent state, 249–250

old data, 245–246

propagating state, 245–246

secure time, 250–251

update consistency, 246–247

update order, 247–248

Con�cker, 43

con�dentiality

medical records, 362–365

term usage, 13–14

con�ict theory, 298

con�icts, 631–632

confused deputy problem, 236

contactless payment

Android Pay, 454

Apple Pay, 454

host card emulation, 455

PayPass (Mastercard), 454

SCRP (Secure Card Reader - PIN), 457

SPoC (Software PIN on COTS), 456

TSP (tokenization service provider), 455

containers, 226

continuous deployment, SaaS, 989

continuous integration, SaaS, 989

control �ow integrity, 237

convergence, 249–250

coordinated disclosure, 297

copy generation management system, 849

copyright, 815. See also IP (intellectual

property)

books, 827–828

CDA (Communications Decency Act),

826

collecting societies, 827–828

DVB (digital video broadcasting), 836

DVDs, 837–838

�ngerprints, 848

freemium, 827

music, 827–828

pay TV, 828–836

software, 817–827

BSD license, 824

CC (Creative Commons), 826

dongle and, 819

free, 823–827

GPL (GNU General Public License), 824

infringement, 818–819

license server and, 819

psychological techniques, 820

self-installation, 819

technical support, 820–821

video, 828–836

watermarks, 848

copyright marks, 848

attacks, 851–854

coronavirus, medical records, 372

corporate fraud, 417

COSO (Committee of Sponsoring

Organizations), 411
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Cotraveler, 27

COTS (commercial-off-the-shelf)

components, 328

SPoC (Software PIN on COTS), 456

counter encryption, 178

cover jamming, 795

Coverity, 237

covert channels, 333, 639

credential stuf�ng, 45

credentials

credential stuf�ng, 443

tamper evident, 549

credit cards, 438–439

3DS (3D Secure), 443

ADS (activation during shopping), 443

authorisation, 439

chargebacks, 442

CNP (card not present) transactions, 439

CVV (card veri�cation value), 439

fraud

engines, 444–445

�oor limits, 439

hot card lists, 439

pre-issue, 440

fraud, online, 17, 440–443

cashout gangs, 46–47

credential stuf�ng, 443

CSA (child sex abuse) material and, 56

progressive guessing, 442–443

issuing bank, 439

merchant discount, 438

PCI-DSS (Payment Card Industry Data

Security Standard), 441

settlement, 439

skimming, 439–440

crime. See also cybercrime

curfew tags, 519–522

situational crime prevention, 476

CrimeBB database, 47

critical computer systems, 969

fault trees, 971–972

FMEA (failure modes and effects

analysis), 972–973

hazard elimination, 971

risk quanti�cation, 975–977

safety engineering, 970

threat modelling, 973–975

threat trees, 972

critical system, 16

CRL (certi�cate revocation list), 732

cryptanalysis, 146, 167–169

Crypto AG, 23

crypto enabling, 23

Crypto Wars, 23, 925

cryptocrime, 692–693

cryptocurrency

AML (anti-money-laundering), 694

Bitcoin, 686

Ethereum, 689–690

HTLC (hashed time-lock contract), 691

ransomware, 47

cryptographic names, 268

cryptography, 145–146. See also encryption

AES (Advanced Encryption Standard),

151

APIs (application programming

interfaces), 668

asymmetric block ciphers, 146

asymmetric crypto primitives, 197–200

CA (certi�cation authorities), 194–195

cryptosystems, identity-based, 193–194

Dif�e-Hellman, 190

discrete logarithms, 188–193

DSA, 192

elliptic curve cryptography, 193–194

factoring and, 185–188

protocols, 197–199

RSA, 186

special-purpose, 199–200

strength, 200–202

TLS, 195–197

asymmetric primitives, 154–155

asymptotic ciphers, 155

ATMs (automatic teller machines), 6

banking test keys, 153

blind signatures, 199–200

block ciphers, 146, 147, 165

blockchains, 685–688

cryptocrime, 692–694

exchanges, 692–694

miners, 689

off-chain payment, 691–692

permissioned, 695

regulation, 692–694
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smart contacts, 689–691

wallets, 688–689

certi�cational attacks, 162

chosen plaintext attack, 161

ciphertext, 146

cleartext, 146

de�ned, 146

DES (Data Encryption Standard), 151

EES (Escrowed Encryption Standard),

624

digital signature scheme, 146

digraphs, 151

enclaves, 682–685

forgery attack, 161

hash functions, 146, 152–154

commitments, 183–185

common functions, 181–183

HMAC, 183–185

updating, 183–185

hash values, 152

history of, 146–155

HSMs, 678–682

Kasiski, Friedrich, 148

known plaintext attack, 161

lunchtime attack, 162

message authentication code, 152

modes of operation, 175

block ciphers, 176–177

CBC (cipher block chaining), 177–178

counter encryption, 178

GCM (Galois Counter Mode), 180

legacy stream cipher modes, 178–179

MAC (message authentication code),

179–180

XTS, 180–181

monoalphabetic substitution, 147

networks, 725–727

one-time pad, 148–150

plaintext, 146

Playfair cipher, 150–152

pluggable, 171

postage meters, 523

public-key block ciphers, 146

public-key encryption, 163

related key attack, 161

running key, 147

secret-key block ciphers, 146

security models, 155–157

block ciphers, 161–163

digital signatures, 164–165

hash functions, 157–159

public key encryption, 163

random functions, 157–159

random generators, 159–161

random permutations, 161–163

stream ciphers, 159–161

shared-key block ciphers, 146

Signal, 670–674

stream ciphers, 146, 147

symmetric block ciphers, 146

symmetric crypto algorithms

AES (Advanced Encryption Standard),

169–171

Feistel ciphers, 171–175

SP-networks, 165–169

tamper resistance and, 600

threshold crypto, 199

Tor (The Onion Router), 674–676

trapdoor one-way permutation, 163

Vigenère, 147–148

cryptomathematics

secret sharing, 536–537

subliminal channels, 543–544

cryptoprocessor hacking, 603–607

CSA (child sex abuse) material, 55–56

CSS (content scrambling system), 837

Cuban missile crisis, 532–533

cultural issues, naming and, 265–266

curfew tags, 519–522

Customer Veri�cation Key, 607

Cutwail botnet, 43

CVV (card veri�cation value), 435, 439

cyber arms trade, 39

cyber doctrine, 29

cybercrime, 41–42

banking and payment systems, 47–48

Cambridge Cybercrime Centre, 42

CEO crimes, 49–50

criminal infrastructure

botnet herders, 42–44

bulk account compromise, 45–46

cashout gangs, 46–47

malware devs, 44–45

ransomware, 47
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cybercrime (continued)

spam senders, 45

targeted attackers, 46

internal attacks, 49

police action, 304

sectoral cybercrime ecosystems, 49

situational crime prevention, 309

whistleblowers, 50–52

Cybersecurity Act 2019, 1050–1051

cyberwar, nuclear weapons and, 542–543

D

DAC (discretionary access control), 209,

215–217, 321

DANE (DNS-based Authentication of

Named Entities), 707

Danezis, George, 299

danger, 16

Dark Basin, 46

dark patterns, 84

data classi�cation, 335–336

data diodes, 326, 327–329

data execution prevention, 235

data protection, 953–956

databases

access control, 222–223

lattice model, 381

Xkeyscore, 23–24

Davies-Meyer construction, hash

functions, 181

DDA (dynamic data authentication), 451

DDoS (distributed denial-of-service)

attack, 17, 258, 706

deadlock, 248–249

deception

compliance professionals, 81

dark patterns, 84

dishonesty, 83

distraction, 83

herd principle, 83

kindness, 83

need and agreed, 83

opsec, 88–89

Persuasive Technology Lab (Stanford), 82

phishing, 86–88

research, 89–90

sales and, 82–84

scams and, 82–84

social compliance, 83

social engineering, 84–86

time pressure, 83

deception jamming, 794

decimalisation table, 680

decryption, 184

DECT authentication, phone attacks,

740–741

demand curve, 278

DEP (data execution prevention), 237

dependability

free software, 1040–1042

open-source software, 1040–1042

reliability growth models, 1036–1039

deperimeterisation, 700

DES (Data Encryption Standard), 151, 171

cryptoprocessor hack and, 604

DES ECB, 176

Feistel ciphers, 173–175

triple, 175

design, protocols, 141–142

deterrence, physical security, 474–476

DevOps, 409, 991–995

DevSecOps, 238, 991–995

DGA (domain generation algorithm), 43

differential cryptanalysis, 168–169

differential fault analysis, 655–656

Differential Power Analysis, 639, 653

differential privacy, 376, 392–394

differential protocol analysis, 680

differential protocol attacks, 679–680

differential trace, 653

Dif�e, Whit, 204

Dif�e-Helman key exchange, 25, 190–192

Digimarc, 853

DigiNotar, 730

digital cash, 200

digital signature systems, collisions, 159

digital signatures, 146, 154, 164–165

blind signatures, 199–200

identity-based signature schemes, 194

message recovery and, 164

nuclear command and control, 540–541

veri�cation, 164

digital tachographs, 514–518

digraphs, 151
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dining philosophers’ problem, 248

directed energy weapons, 802–803

DISA (direct inward system access), 745

discrete logarithms, asymmetric crypto

primitives, 188–193

distributed databases, Xkeyscore, 23–24

distributed systems, 243

concurrency, 244

deadlock, 248–249

locking, 246–247

non-convergent state, 249–250

old data, 245–246

propagating state, 245–246

secure time, 250–251

update consistency, 246–247

update order, 247–248

failure recovery, 251–254

fault tolerance, 251–254

naming, 259–260

cultural assumptions and, 265–267

identity and, 264–265

Needham principles, 260–263

restrictions, 269–270

semantics, 267–268

stability, 269

types, 270–271

uniqueness, 268

diversity, 69–70

naming and, 265–266

DKIM (Domain Keys Identi�ed Mail), 708

DLP (data leakage prevention), 716, 719

DMARC (Domain-based Message

Authentication, Reporting and

Conformance), 708

DMCA (Digital Millennium Copyright

Act), 855

DMZ (demilitarized zone), 720

DNA testing, 592

DNN (deep neural network), 875

Doppler radar, 792

pulsed Doppler, 795

DoS (denial-of-service) attacks, 472

double-entry bookkeeping, 408

DRFM (digital radio frequency memory),

794

Dridex, 48

drive-by download attacks, 224

DRM (digital rights management), 682,

815–816, 838

accessory control, 860–862

bene�ts, 859–860

cheating tactics, 843–844

double encryption, 841

economics of, 301–302

EME (Encrypted Media Extensions), 841

FairPlay, 840–841

gaming, 843–845

hardware design, 847

HTML5, 841

Media Defender, 846

Napster, 845

peer-to-peer systems, 845–847

RASP (runtime application

self-protection), 841–843

software obfuscation, 841–843

WMP (Windows Media Player), 839–840

drones, 866–867

DSA (Digital Signature Algorithm),

192–193

DSSS (direct sequence spread spectrum),

787–788

DST transponder chip, car security, 125

DTE (Domain and Type Enforcement), 217,

323–324

Duqu, 28

DVDs (digital video/versatile disks),

copyright, 837–838

E

Earthlink, 43, 45

ECB (electronic code book) mode, 176

Echelon, 20–21

ECI (Extremely Compartmented

Information), 25, 346

e-commerce, history, 424–425

economics, 276–277

auction theory, 291–293

externalities, 277

game theory, 286–290

information economics, 281–286

microeconomics, 277

monopoly, 278–280

of privacy, 305–308

public goods, 285–286
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economics (continued)
security and, 293–294

antitrust law, 302–304

attack models, 298–300

competition law, 302–304

cybercrime and, 308–310

defence models, 298–300

DRM, 300–302

human behaviour and, 307–308

lock-in, 300–302

organisations, 307–308

patching cycle, 296–298

perversely motivated guards, 304–305

privacy, 305–307

tying, 300–302

Windows, 294–296

security economics, 276

surplus, 279

Edgehill, 22–23

eDonkey, 43

education, boundaries, 367–369

eIDAS, 951, 1030

egress �ltering, 719

elections, 895–896

auction theory and, 292

blockchains, 696

electronic, 900–904

information warfare and, 809–811

optical scans, 898–899

punched holes, 896–898

software independence, 899–900

voting machines, 896

electronic locks, 482–484

electronic support, 778

Comint (communications intelligence),

778

Comsec (communications security), 778

Elint (electronic intelligence), 778

Sigint (signals intelligence), 778–779

electronic warfare, 777–778

communications systems, 779–781

attacks, 784–785

civil uses, 790–791

military uses, 790–791

protection, 785–790

Sigint techniques, 781–783

directed energy weapons, 802–803

electronic attack, 778

electronic protection, 778

electronic support, 778

Comint (communications intelligence),

778

Comsec (communications security), 778

Elint (electronic intelligence), 778

Sigint (signals intelligence), 778–779

IEDs (improvised explosive devices),

800–801

IFF (Identify-Friend-or-Foe) systems,

797–800

jamming techniques, 793–795

multisensor data fusion, 797

radar, 792

burn-through, 794

cognitive radar, 796

conical scan, 792

Doppler, 792

look-down shoot-down, 795

monopulse, 795

passive, 794

passive coherent location, 796

pulse compression, 795

pulsed Doppler, 795

range gate, 792

RGPO (range gate pull-off), 794

VGPO (velocity gate pull-off), 794

surveillance, 791–796

elevation prompt, 221

ElGamal signature scheme, 192–193

elliptic curve cryptography, 193–194

elliptic curves, 188

email

bulk interception, 707

DANE (DNS-based Authentication of

Named Entities), 707

DKIM (Domain Keys Identi�ed Mail),

708

DMARC (Domain-based Message

Authentication, Reporting and

Conformance), 708

MTA-STS (MTA Strict Transport

Security), 707

PGP/GPG, 707

SMTP, 706–708

SPF (Sender Policy Framework), 708
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embedded systems, MAC (mandatory

access control), 330–331

EMC (electromagnetic compatibility),

640–641

EME (Encrypted Media Extensions), 841

EMP (electromagnetic pulse), 641

Emsec (emission security), 640–642

compromising emanations, 640

embassies, 649

EMC (electromagnetic compatibility),

640–641

EMP (electromagnetic pulse), 641

RFI (radio frequency interference),

640–641

technical surveillance and, 642–644

Tempest, 640

EMV attack, 681

EMV smartcards, 445

chip cards, 445

ARPC (authorisation response

cryptogram), 446

ARQC (authentication request

cryptogram), 446

CDA (combined data authentication),

451

DDA (dynamic data authentication),

451

iCVV (integrated circuit card

veri�cation value), 450–451

no-PIN attacks, 451–452

PAN (primary account number), 446

PED (PIN entry device), 446

SDA (static data authentication),

446–450

transaction certi�cate, 446

contactless, 454–457

preplay attack, 452–454

SCRP (Secure Card Reader - PIN), 457

enclaves, 657–659, 682–685

LE (launch enclave), 684

EncroChat, 27, 669

encryption. See also cryptography

bus encryption, 627

CA (certi�cation authorities), 194–195

counter encryption, 178

FDE (full-disk encryption), 668–670

hard disks, 668

key management, 136–141

one-way commutative encryption, 189

public-key, 163

Enhanced Impulse Radio, 127

ENISA (European Network and

Information Security Agency), 1034

environment changes, protocols and,

134–135

environmental creep, 238–239

environmental side channels

acoustic, 659–660

optical, 661

EPID (Enhanced Privacy ID), 684

EPR (electronic patient record), 354

equal error rate, 574

Equation Group tools, 28

Equifax hack, 41

errors, faults and, 251

ESIGN (Electronic Signatures in Global

and National Commerce), 574

EternalBlue vulnerability, 36

Eternity Service, 845–846

Ethereum, 689–690

ethical dissonance, 75

ethics

medical records, 365–367

Nazi doctors, 365

evaluation, 1018–1019

alarms, 1019

aviation, 1023–1025

clocks, 1019

Common Criteria, 1026–1027

collaboration, 1031

EAL (evaluation assurance level),

1027

PP (protection pro�le), 1028

problems, 1029–1031

ST (security target), 1028

TOE (target of evaluation), 1027

FIGS 140, 1026

HSMs (hardware security module), 1026

medical devices, 1020–1023

Orange Book, 1025–1026

principle of maximum complacency,

1032–1034

safety regimes, 1019–1020

evil maid attack, 631
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evil maid attack (continued)

executive fraud, banking, 416
agency and, 417
control tuning and, 421–422
corporate governance and, 421–422
ecological validity and, 420–421
post of�ce case, 418–419
risk management, 422–423
technical debt and, 419

exploits. See also attacks
advanced persistent threats, 232
landing pads, 233
race conditions, 234

RATs (remote access trojans), 232

rootkits, 232

stack overwrites, 232–233

wormable, 232

zero-day, 231–232

export control, surveillance and, 934–935

externalities

economics, 277

network, information markets and, 281

F

facial recognition, 575–579

hill-climbing attack, 595

facial thermograms, 592

failover, 256

failure, 251–252

failure models, Byzantine, 252

failure recovery, 251–252, 271

failure models

Byzantine, 252

interaction, 253–254

MTBF (mean-time-before-failure), 252

MTTR (mean-time-to-repair), 252

fallback, 256

fault masking, 977

fault tolerance, 251–252, 271

failure models 252–254

FTMP (fault-tolerant multiprocessor), 253

MTTR (mean-time-to-repair), 252

faults, errors and, 251

FDE (full-disk encryption), 668–670

federated systems, Xkeyscore, 24

Feistel ciphers, 171–172

DES algorithm, 173–175

Luby-Rackoff result, 173

FIB (Focused Ion Beam Workstation), 616

�fth generation computing, 874

�ltering, 717–718

application proxies, 719

architecture, 720–722

circuit gateways, 718–719

egress, 719

ingress, 719

packet �ltering, 718

�ngerprints, 579–581, 848

AFIS (automatic �ngerprint

identi�cation system), 579–580

arches, 580

banking and, 582

cloning, 583

crime scenes and, 584–587

errors, 582–583

IDENT (Dept. of Homeland Security),

581

identity claims, 581–584

loops, 580

mobile phone, 583

NGI (Next Generation Identi�cation)

service system, 581

tents, 580

whorls, 580

FIPS certi�cation scheme, 608–609

�rewalls, 717

application proxies, 719

architecture, 720–722

circuit gateways, 718–719

DLP (data leakage prevention), 719

egress, 719

ingress, 719

packet �ltering, 718

zero-trust security model and, 700

FISA, 19

Five Eyes

attack scaling, 29–30

Bullrun, 22–23

CNE (Computer and Network

Exploitation), 25–26

Edgehill, 22–23

Longhaul, 24–25

Muscular, 21–22

offensive operations, 28–29

Prism, 19–30
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Quantum, 25

SCS (Special Collection Service), 22

Tempora, 20–21

Xkeyscore, 23–24

Flame, 28

�ash worms, 711, 712–713

�oor limit, transactions, 245

Flowershop, 28

FMEA (failure modes and effects analysis),

972–973

FMSO (Foreign Military Studies Of�ce),

Chinese military doctrine, 30

follower jamming, 794

forensic biometrics, 593

forensic phonology, 591

forensics, 948–950

chain of custody, 948

evidence, 950–951

forgery attack, 162

forward security, 184

Foxacid attack server, 25

FPGAs (Field-Programmable Gate Arrays),

624–626, 847

fraud

biometrics, 574

engines, credit cards, 444–445

executive, banking, 416

insider, banking, 415–416

online

click fraud, 304

early, 17

ticketing fraud, 508

free software, 1040–1042

FTMP (fault-tolerant multiprocessor), 253

Fukushima nuclear accident, 541

fundamental attribution error, 80

G

gadgets, 235

game theory, 286–287

evolutionary games, 288–290

hawk-dove game, 289

prisoners’ dilemma, 287–288
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